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SERVER REQUESTS THE 
NUMBER OF 
FINGERPRINTS Na TO 
REQUEST FOR EACH 
AUTHENTICATION 



N 



USER RESPONDS WITH 
EITHER: 

(i) A NUMBER FROM 0 TO Nt 
THAT IS SET EQUAL TO Na , 
I.E., O^Na^Nt; 

-OR- 

(ii) "RANDOM*' 



SERVER REQUESTS THE 
TOTAL NUMBER Nt OF 
FINGERPRINTS TO HOLD 
FOR AUTHENTICATION 



USER RESPONDS WITH A 
NUMBER (E.G.,0-IO) 
WHICH IS SET EQUAL TO 
BOTHNt ANDNt' 




SERVER REQUESTS 
WHETHER NORMAL 
USERNAME AND 
PASSWORD 

AUTHENTICATION ONLY 
IS ACCEPTABLE FOR 
COMPUTERS NOT HAVING 
FINGERPRINT READER 



SERVER REQUESTS 
ENTRY OF 
FINGERPRINT TO BE 
DESIGNATED AS 
FINGERPRINT Fx 



N 



> 


1 


USER RESPONDS EITHER 
, "YES'^OR^'NO*' 


FIG. 
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USER ENTERS 
FINGERPRINT TO BE 
DESIGNATED AS 
FINGERPRINT Fx 



SERVER STORES ALL 
COLLECTED DATA IN A 
DATABASE FILE 
CORRESPONDING TO THE 
USER 
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EXAMPLE 
SCHEMES 
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USER REACHES POINT IN 
ON-LINE TRANSACTION 
WHERE AUTHENTICATION 
IS REQUIRED 



/ 



'2,0'^ 




SERVER RETRIEVES 
USER'S DATABASE FILE 
FROM DATABASE 



SERVER DETECTS 
WHETHER CLIENT 
COMPUTER HAS A 
FINGERPRINT READER 
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USER IS NOT 
AUTHENTICATED 
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SERVER PERFORMS 
FINGERPRINT 
AUTHENTICATION 
PROCEDURE 
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SERVER PERFORMS 
NORMAL USERNAME 
AND PASSWORD 
AUTHENTICATION 
PROCEDURE 
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SERVER RANDOMLY 
SELECTS A NUMBER FROM 
1 TO Nt and SETS Na 
EQUAL TO THE NUMBER 



[RANDOM! IS A RANDOM 
INTEGER CHOSEN FROM POOL 
OF AVAILABLE RANDOM NOS. 
INITIALLY DEFINED AS: 
1 ^ [RANDOM] <, Nt 



SERVER COMPARES THE 
ENTERED FINGERPRINTS 
WITH THE 
CORRESPONDING 
FINGERPRINTS ON FILE 





Na'=N/- 1 
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SERVER REQUESTS 
USER TO PROVIDE 
FINGERPRINT FpuNDOMi 



USER IS 

AUTHENTICATED 



I 



[RANDOM] IS 
REMOVED FROM THE 
POOL OF AVAILABLE 
RANDOM NOS. 
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USER ENTERS THE 
REQUESTED 
FINGERPRINT F[randomi 



USER IS NOT 
AUTHENTICATED 



0 




